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Chapter 10 : VPN
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Routerl#

Routerl# ip lanl address 192.168.0.10/24 @

Routerl# ip lan2 address 10.0.0.1/24
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Routerl# ipsec ike keepalive use 1 on
Routerl# ipsec ike local address 1 10.0.0.1 ®

Routerl# ipsec ike pre-shared-key 1 text yama HEFHERERTET D
Routerl# ipsec ike remote address 1 10.0.0.2 ®
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Router2# ip lan2 address 10.0.0.2/24
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Router2# ipsec ike local address 1 10.0.0.2

Router2# ipsec ike pre-shared-key 1 text yamaha
Router2# ipsec ike remote address 1 10.0.0.1
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Router2# ipsec sa policy 101 1 esp aes—cbc sha-hmac
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Router2# ipsec auto refresh on
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Router2# tunnel select 1

Router2tunnell# ipsec tunnel 101

Router2tunnell# tunnel enable 1
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RT1l#configure terminal

RT1 (config) #crypto isakmp policy 1

RT1 (config-isakmp) #authentication pre-share
RT1 (config-isakmp) ffexit

RT1 (config) #crypto isakmp key 0 cisco address 10.0.0.2

RT1 (config) #crypto ipsec transform-set IPSEC esp-aes esp-sha-hmac

RT1 (cfg-crypto-trans) fexit

RT1 (config) #access-1ist 100 permit ip 192.168.0.0 0.0.0.255 192.168.1.
0.0.0.255
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