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+ BREDRN
ODIPDLE
@3- DR
(®Phase1 DEXE
@®Phase2DE%TE
®PoliciesDEXE

+ BRERE
SEDFREINT A—FIZLTTY.

-+ DIP : 192.168.1.100 ~192.168.1.120

» User Name : userl

+ IKE Identity : userl@viva-netscreen.net
* VPN Name : VPN-Remote

+ security level : custom (g2-esp-3des-md5)

Chapter
+ Gateway Name : GW-Remote 7
* Preshared Key : netscreen
+ Policy : Dial-Up VPN—192.168.1.0/24
ZZHHiE, NetScreen/SSGOREZ WM & HOTHII L 7.
O DIPDRE

(1) *#= 2 —»5Network > InterfacesZ B %, [trust] DA >4 —
Jr—ZADedit] 7 v I LET.

+ —+ 247

W 231-280 NetscreenSSG 07.indd 247 $ 08.5.30 3:55:19 PJ




- Chaprer7 #7%

717
Network > Interfaces >
Edit

7-18
Network > Interface >
Edit > DIP (List)

248

231-280 NetscreenSSG 07.indd 248

i duniper’

Toggle Menu

—|— —|— VE—FT7EAD

Interface: trust (IP/Netmask: 192.168.1.1/24)

Properties: Basic MIE DIP Sl:nndarylP IGMP 802.1X IRDP

(2) LERIcHB [DIPJ &Iy LET.

BX

A http://192.168.1.1 ~ nsbet:Juniper—Screen0S 5.4.0r5.0 — Microsoft Internet Explorer

DD RED FTW HRECADG VA0 ATE
Network > Interfaces > Edit nssgt @

Back To Interface List

Interface Name trust 0012 1eb1,1f22

O Obtain IP using DHCP [ Automatic update DHCP server parameters

Create new pppoe setting

O obtain IP using PPPol
© static IP

IP Address / Netmask|192.168.1.1 | / |24 .
Manage IP %| 102.168.1.1 0012.1eb1.1fe2
Interface Mode ©nNaT ORoute
Block Intra-Subnet Traffic []
Service Options
H Web UI Telnet SSH
Management Services =
SNMP SEL

Other Services [] ping [ path MTUCIPv4) [ Ident-reset

Maximum Transfer Unit
Tty Admin MTU 0 |eytes  (Operating MTU: 1500; Default MTU: 1500

DNS Proxy [
T | @&
@ {2577k

T LE REE FrQ) BRCADE

ansﬁgt Juniper-Screen0S 5.4.0r5.0 - Microsoft Internet Explorer
=D ALFE
nssgt ||

Netwrork > Interfaces > Edit > DIP (List}
Interface: trust (IP/Netmask: 192.168.1.1/24)

[=1E3

il “EEEm —— (I T |

_|_

Properties: Basic MIP DIP Secondary IP IGMP 802.1X IRDP
Junipor-NS3GT
2 Incoring NAT [
‘ D ‘ 1P Address Range DIP Type Configure
No entry available
® 1h-oh
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(4) DIPOERTEEITVWET.

A nset: Juniper-Screen0S 5.4.0r5

7.4  NetScreen/SSG D%

icrosoft Internet Explorer.

N YD AN

+ Network > Interfaces > Edit > DIP > Configuration

+ Interface: trust (IP/Netmask: 192.168.1.1/24)

nssgt )
Back To Interface List

1. A Properties: Basic MIP DIP SecondaryIP IGMP 802.1X IRDP

Toggle Menu

|8 e-smETEnLE

192.168.1.100 192.168.1.120
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3 nsbet-Juniper—Screen0S 5.4.0r5.0 - Microsoft Internet Explorer

7-20

v > Interfaces > Edit > DIP (List)
Network > Interface > Interface: trust (IP/Netmask: 192.168.1.1/24) Back To Interface List
Edit > DIP (List) B Juni T r———

New

Zr
duniper NSSGT
i Incoming NaT [

(o | IP Address Range | bpType |

Configure |
‘ %+ | 192.168.1.100--192.168.1.120 ‘ Port-xlate

‘@ ‘ Remove ‘

DIP2SIE L B SN TS0 % MR L TL 223w,

@1—HDER
VE— M7 7 RARTFNTHI—HFEZ/ER LT 7.

(1) *#=2—»50bjects > Users > Local & B Z %7

3 http://192.168.1.1 - Juniper-Screen0S Administration Tools (ns5et) — Microsoft Internet Explorer [=]=1E3]
7-21 LMD BED FRM BRAI® p-lD AW
. Objects > Users > Local nssgt
Objects > Users > Local
] o
wiJuniper
Trwonks
NetScreeu-NSGT \ Name \ Type \ Group Status Identity Configure ‘
Mo entry available |
& | @ ARk
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(2) BEALD[New] 27Uy 7 LET.
(3) UserDEEEFTVLET.

2 nsbet: Juniper-Screen0S 5.4.0r5.0 - Microsoft Internet Explorer FEX
oPOVD RO FRTW SFAD@ V-0 ANIH & 7-22
Objects > Users > Local > Edit ns5gt [7]
Objects > Users > Local
o™ o .
S uniper > Edit
Auth/IKE/XAuth/L2TP User
u e
status © Enable O Disable
IKE User Number of Multiple Logins with Same ID
© simple Identity
© use Distinguished Name For ID

[ Authentication User UserPassward | |
[ xauth user confim Passward ||

[ L2TP User

€] - IhETEnLE ® {5k

Chapter

User Name : =% %% AJJLTL 23w, 4 liduser]

Status : Enable

IKE User : F=v 7 LZFT.

IKE Identity : L— DA — L7 FL ZA* 4 AlJuserl@viva-  # 47 KE DEA-LTRLILSNTHR

WDTTH, 75470 7MAID E-mail
netscreen.net Address EVVIERTEEEHETVET.

(4) OKEIB LT, 1—HZB0RT 7.

[ 3 nsbet: Juniper—Screen0S 5.4.0r5.0 — Microsoft Internet Explorer X
VMO FRO ETW SFEAD@ V-LD ANIH 7-23
Objects > Users > Local
| st “perpage Objects > Users > Local
i Juniper > Edit

| Name  Type | Group | status | Identity | configure ‘
\

‘ user1 ‘ IKE ‘ - ‘ Enabled ‘ userl@viva-netscreen.net
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I—FPIEL GRESNTVDEDZRER L TLER W,

(®Phase1 DEXE
(1) *=2—»5VPNs > AutoKey Advanced > Gateway #BIZ %7

2 http://192.168.1.1 — nsbet:Juniper—Screen0S 5.4.0r5.0 — Microsoft Internet Explorer.

K 7-24 D HE WEE FRM SRR voiD AP
VPNs > AutoKey Advanced > Gateway
VPNs > AutoKey

5 List[20 ¥ |per page
Advanced > Gateway @iJuniper —

Ainiper-HSSGT | Name | PeerType | Address/ID/UserGroup | Local ID | Security Level | Configure |

[ Na entry available |

(2) EEALD[Newl 270 v 7 LET.
(3) GatewayDEXTE#E L.

A http://182.168.1.1 — ns5et: Juniper—Screen0S 5.4.0r5.0 — Microsoft Internet Explorer.

CIEIX)
7-25 Do) EE FRW BRADE UMD ALFE
VPNs > AutoKey Advanced > Gateway > Edit nssgt @
VPNs > AutoKey

Advanced > Gateway > R Juniper’
Edit

Gateway Name |G'W-Remate

Security Level O Standard O Compatible O Basic & Custom

Remote Gateway Type

O StaticIP Address 1P Address/Hostname | ]

O Dynamic 1P Address pesr ID | |

© Dialup User
O Dpialup User Group

Preshared Key Use 4s Seed (]
tocald| | (optiona)
Outgoing Interface

L o | |[ Advanced | |

@ (Vh-woh
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- Gateway Name : D) R T WHEZ AN LIS, S HIIGW-

Remote

+ Security Level : Custom™

5

- Remote Gateway Type : Dialup User& L, JelIEVEM L7z —+

ZEIRNLTT.

Z ZTlduserl

- Preshared Key : Preshared KeyZ AJJL %3, I ZTldnetscreen
- Outgoing Interface : [untrust | IZi&E L 3.

(4) [Advanced] #71) v L%ET.
(5) [Advanced] DEXE#ITVET.

A http://192.168.1.1 — nsbet:Juniper—Screen0S 5.4.0r5.0 - Microsoft Internet Explorer

P7LE REE RRW BRCANE VD AT

Bl Juniper

&) R-omwTENELE

VPNs > AutoKey Advanced > Gateway > Edit

[B9](=ES)

nssgt )

Security Level
ined O crandard O e

User Defined ) Custam
Phase 1 Proposal
[pre-g2-ades-mos | | hone ~|

[None | [Fore =l

Mode (Initiator) O Main (ID Protection) () Aggressive

Enable NAT-Traversal

o

-
Keepalive Frequency Secands (0~3200 Sec)

Peer Status Detection

O Heartbeat Hello[0 | Seconds (1~3600, 0: disable)
Reconnect 0 | 5aconds (60~9999 Sac)
Threshold

O ppPD lntervalD Seconds (3~28800, 0: disable)

Retry[s | (1~12m)

Always send [

Preferred Certificate (optional
A e

@ a2k

- Security Level : CustomlZZ2 o TWADEMRL, TNVF T Uhb
[ pre-g2-3des-md5 | % #4R

* Mode (Initiator) : Aggressive

- Enable NAT-Traversal : %ZIIHE UTF = v 7 & AN E §7%6
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[Advanced] (I TERELET.

7-26

VPNs > AutoKey
Advanced > Gateway >
Edit (Advanced)

Chapter

¥ 6 LS, BB 2B INAT
Traversal [ DWT | ICTRIBALE Y.
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(6) [Retun] %7 » & L CHIOBEIRY, [OK| 7175
ERERT TT.

2 ns5et:Juniper—Screen05 5.4.0r5.0 ~ Microsoft Internet Explorer,

7'27 LOOrAME REE ®TW BRCAEGE YLD ALRE
> AutoKey Advanced > Gateway ns5gt
VPNs > AutoKey Brer page
Advanced > Gateway S Juniper fow
,,,.,,‘,:,;,“.,,ssm | Name |[pee |Address /1D /User Group Local 1D Security Level  Configure ‘
‘GW—REMME | Dialup ‘ userl ‘ 3 ‘ Custom ‘@ ‘ Xauth | Remove ‘
A-URETENELE B @ b

Gateway D' IE L BB SN TV R EMER L TLZE W,

(®Phase2DEXTE
(1) *=2—»5VPNs > AutoKey IKEXBIZE £ 7.

2 ns5et:Juniper—Screen0S 5.4.0r5.0 — Microsoft Internet Explorer
7-28 DD REE FTW BRGAIE UKD A

VPNs > AutoKey IKE
B Juniper

security

Monitor Gonfigure

[ Mo entry available |

S-IfgETENELE © (ot
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(2) BEALD New] 27 v 7 LET.
(3) VPNOEREELET.

3 http://192.168.1.1 ~ nsbet: Juniper-Screen 0S 5.4.0r5.0 - Microso ft Internet Explorer EEX
= e TE ]
TrIE REE W) BRCANE YD AL = 7-29

VYPNs > AutoKey IKE > Edit nssgt [ VPNs > AutoKey IKE >
Edit

PN-Remate

| &) - sHETEnaLE | @ Aus—Fab

* VPN Name : B2 )R 30 HHiZ AN LET. 22 TIRVPN-
Remote

- Security Level : [ Custom ] Z IR L £

- Remote Gateway : [ Predefined | 73 = v 7 SNTWAB Z & 2 AR L,
513 EDPhasel TYEM L7z [GW-Remote] Z#IRL £5.

(4) [Advanced] #71J v L%ET.
(5) [Advanced] DEXE#ITWET.
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3 http //192.168.1.1 = nsbet-Juniper—Screen0S 5.4.0r5.0 = Mierosoft Internet Explorer FEX

FrLE REE ®rld BRCADE Y-MD  AMIH
VPNs > AutoKey IKE > Edit nssgt @

7-30

VPNs > AutoKey IKE >
Edit(Advanced)

(R "
Security Level
predefined O standard O comnatible O Basic
‘User Defined & custom
Phase 2 Proposal
|e2-esp-3dec-md5 V| [Nore &

Juniper-NSSGT

[ None | |Mane |

Replay Protection [ |
Transport Mode [] (For L2TP-over-1PSec only)

Bind to & None

OTurnel Interface
O Tunnel Zone
|| Proxy-10 (]
Local IP / Netmask | | ]
Remote 1P / | 1/ 9
Netmask

Service
VPN Group weight

VPN Monitor [] |
i TENELE T Y=

- Security Level : [ CustomJ 125> TWAb 2 L &AL T
- Phase 2 Proposal : [ g2-esp-3dessmd5] Z#IRL 3

(6) [Return] £ v 7 LTHIOEEICEY, [OKl 27Uy 733
ERERT TT.

2 http://192.168.1.1 ~ ns5et:Juniper—Screen0S 5.4.0r5.0 — Microsoft Internet Explorer

X 7-31 FOME EEE Tl BRCADE VoKD AT
nsSgt

VPNs > AutoKey IKE
e
| cateway | security | Monitor | Configure
‘ WPM-Remote ‘ GW-Remote ‘ Custom ‘ Off ‘ Edit ‘ Remove ‘
& unETEnELE FETET
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VPNASIE L BB EINTWAEDEMERLTL 7230,

® PoliciesDELTE
(1) *=21—»5Policies&RAZ£T7.

7 ns5et: Juniper—Screen0S 5.4.0r5.0 - Microsoft Internet Explorer,

P LD RED FrW B ® U-hD ANTE & 7-32

s (From All zones To All zones) ns5gt (7]
lper page Policies

Ea!.l.'n'.‘,!Pef' T ] N [ T (From Untrust To Trust)

From Trust To Untrust, total policy: 1

ID Source Destination Service Action  Options | configure  Enable Move

Any ‘ANV ‘ @ ‘ ‘ ~

1 Any it | Clone | Remove T -

Toggle Menu

Chapter
(2

3

~

From% [Untrust], To% [Trust] € LT [New] 271y 7 L £ 9§, % 7t Untrust (41>8—F k) 25 Trust (A
ELAN) ADBIEEDT, ZORYS—%(E
PoliciesDEXExX LE 7. BLET.

=

B nsbct: uniper—Screen0S 5.4.0r5.0 — Micrasaft Internet Explorer Ex
VD RED Rl BRCAN® U-ND AN I3 7-33
Policies (From Untrust To Trust) nssgt [2]
Hanloor Policies
i1 Juni r
(il unipe (From Untrust To Trust)
B TnENe. secure
Jumiper-NSSGT Name optianal)
ONew Auaress\ |
© Address Book Entry |DiaLp VPN v Mumu\e
@New Address | 192.168.1.0 V1 ]
O address ook Entry
sppcation

Source Address

Destination Address

[ WEB Filtering

scton
Antivirus Profile
Tunnel Ve [VPN-Fenots v
[ Madify matching bidirectional VPN policy
Toggle Menu o
Logging [ at Session Beginning [J

Position at Top []

[ ok J [ cancel J|[ advanced ]

CES ® 5t
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* Name : DAY T OHHTEZATI LTS (BETHE). 5 IEVPN-
Remote

- Source Address : [ Dial-Up VPN ##RL ¢

- Destination Address : LAN®O+Y 7 X > v &2 AL FEFT. 4 M
192.168.1.0/24

- Action : [ Tunnel | #:#RL F5

- Tunnel : fE L72[ VPN-Remote] Z#IR L T3

(4) Advanced] #71J v 7 L%7.
(5) NATOERER LET.

NN 75 r <5t Jun iper - Screen0S 5.4.0/5.0 — Microsoft Internet Explorer + +
+ 7-34 0 e RRE &IW BRIAE VLD ALTE + +
N + 4+ Policies (From Untrust To Trust) + +
~ Policies (From Untrust To = .
+ TI"uSt) + + + +
- Edit(Advanced) + o+ + o+
+ + +++ ++++++++++ + + + +
+ + + + + ++++++++++++ + +
4 (192.168.1.100-192.168.1.120)/ g
+ + + + 4+ ++++++++++ + + + +
+ + + + ++++++++++++ + + +
+ + + ++ + + ++ 4+ + + + + + + + + +
0.0.0.0 0.0.0.0
+ + + + + ++++++++++ + + + +
+ + + + 4+ ++++++++++ + + O [ Allors Ay ) + +
+ + + + 4+ ++++++++++ + + O Alows ey 9 + +
+ 4+ ++ 4+ ++++++++++ ++ o) + +
+ + + ++ + + ++ 4+ + + + + + + + + +
+ + + + + ++++++++++ + + + +
Toggle Menu

+ + + + 4+ ++ ++ 4+ ++ + + + + + + +
+ + + + + ++++++++++++ + +

+ + + + + + + + + + + + + + +

+ + + + + + + + + + + + + + +

+ + + + + + + + + + + + + + +

+ + + + + + + + + + + + + + +

€ Edit | [ [ | [@dsik

- Source Translation : +x v 7% ANFE T
- (DIP On) : GIZEMEK L2ZDIPZRINL 9. 4 EIXIDA4ED
DIPTY
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(6) [OKI &0V v 743 EHERT TY.

2 nsHet-Juniper-Screen0S 5.4.0r5.0 — Microsoft Internet Explorer

TAIE RED FRW 0@ Y-D ANIE [ 7-35

(From All zones To All zones) ns5gt

iner Policies (From Untrust To
Bdduniper N | e Trust)
B IRENe. secure
Jumiper-NSSGT From Trust Ta Untrust, total policy: 1
ID [Source| Destination |Service Action|  Options | Configurs | Enable | Move
g v |~ @] e e
ID Source Destination Service Action Options Configure Enable Move
2 DA7P [192.100. 10724 | any a8 Edit C\DHE‘REmDvE [
@ (5—Fh

- - N - Chapter
VPNASTE L < 87 STV A B2 AL TS, S HORED v

ConfigldRD & H12% 1) £ (&4 DA).

@ DIPDETE

set interface trust dip 4 192.168.1.100 192.168.1.120

@ 1—HDER

set user "userl" uid 1

set user "userl" ike-id u-fgdn "userl@viva-netscreen.net" share-limit 1

set user "userl" type ike

set user "userl" "enable *

© Phase1 DEE

set ike gateway "GW-Remote" dialup "userl" Aggr outgoing-interface "untrust" preshare “netscreen"
proposal "pre-g2-3des-md5"

ERICIIBSLIhET
set ike gateway "GW-Remote" nat-traversal keepalive-frequency 5
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O Phase2D:%

set vpn "VPN-Remote" gateway "GW-Remote" no-replay tunnel idletime O proposal "g2-esp-3des-
md5"

© PoliciesDEETE

set policy id 2 name "VPN-Remote" from "Untrust" to "Trust" "Dial-Up VPN" "192.168.1.0/24"
"ANY" nat src dip-id 4 tunnel vpn "VPN-Remote" id 6
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