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WiZary ba—Jk#HE L7z A A v F O Datapath ID # #32 L 3
Iy ha—IHRAA v FIZ Features Request A v =T % %KLL AL v
F-1% Datapath ID & A~ 7 % e+ 7z Features Reply X v £ — 3V %K%
LEd (B2-3),

Features Reply * v & — J121% Datapath ID \Zh1 2 T, FEIZKD AR >
M A>T ET,

s —EIINY T 7 TED/INTY O
e HAR—KNTBT—TILDOE
e HR— NTBHaED—E
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Datapath ID [%7?
Request

(D) a>~o—3
—_—

Features
Reply

A[X] 2-3 Features Request X v t—ITAA v F O Datapath ID Z#EER

DY bO=5ADEE/T v b DiBED

AL v FIE ZE Ly b EREEE % Packet In X v & —Y T3
YhE=IANBHITETE T, 2L RIE TH—T =T VIIEEL TV W
WEEWRM U256 7% &, Packet In A vk — V%Mo T8 v b O
Zario—I~kh 9 (K2-4),
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Packet
> ~0-—7
AURTS

AR 2-4 ZENTY NeFOBRD Packet n Xy =L TaV b
O—ZIcEDD

Ny bDEAN

Packet Out X v £t — T Packet In A v =T DT, AL v F0bH
Ny v R TAROD Ay =Y TY (K 2-5),

ZO/NTY %
[0l

a>~0—7

Packet Out

\YAYRZS
AR 2-5 Packet Out Xy t&—STNTY M ALY FHHEN
Packet Out O MAIG 2 FIFHBIIL, Packet In T2 ¥ F @ — I ~NJgwiz X
o P EREECETAEETT . b LY Packet In D112 Packet Out %
RHERVE Ty MEa Yy b =TI o7 F T THAICIIEE T A,
20—-57—JLDEH

Flow Mod 2 v £t —J 324 vFo7u—x > M) %3800 - HIk - 2%
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$ git clone https://github.com/trema/transparent_firewall.git

¥ rou—RKL7Y—AY1)—FETbundle install —--binstubs
29479 5 &, Trema % EOETRE XN &2 HEIWIZA VA M=V TE
I3,

$ cd transparent_firewall
$ bundle install --binstubs

GitHub 225 L2V —Z YR I FUWIZ, AL v F 1/, W
FA D 3EDOHHREROHRET 714V tremaconf (UAN11-1) 2¥&F
ntwzdy (B11-3),

MRy ST—7

192.168.0.1 192.168.0.2

inspector
A[X] 11-3 BlockRFC1918 2479 570 DIREX Y NT—T 18K
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A)ZN11-1 trema.conf

vswitch ('firewall') { datapath_id Oxabc }

vhost (‘outside') { ip '192.168.0.1' }
vhost (‘inside') { ip '192.168.0.2' }
vhost (‘inspector') {

ip '192.168.0.3'

promisc true

}

link 'firewall', 'outside'
link 'firewall', 'inside'
link 'firewall', 'inspector'

ARA M outside MDA Y v T =2, 7224y —F v LD
AAMELTHELET, AA D inside FWNMOR Y T =27 DERA
FCTFo KA b inspector (& BlockRFC1918 7 7 £ 77  — V%% &
L7227y v2HRE72DDOF /)Ny ZHAAXNTT, inspector (&
outside ¥ 71t inside D/ v M & ZIFINA DT, promisc 7
TavEAMCTAIETHSE TR S Yy PAZUFRNE LHICLT
BEII,

TlZ, WOLDE )T trema run D ¢ F 7T a VICZDOBRET 714
V%P LT BlockRFC1918 2~ b —F 2 FEfTLTAFTL LI,

$ ./bin/trema run ./lib/block_rfcl918.rb -c trema.conf

Oxabc: connected
Oxabc: loading finished

WM& —3IFVaEB &, trema send_packets I¥ ¥ F#affio T,
outside & inside "A MDMTT A My NekoTAHAE T,

$ ./bin/trema send_packets —--source outside --dest inside

$ ./bin/trema send_packets —--source inside --dest outside

outside & inside i3 &EHBHL LT IAXRX=FT FLAZFHFODT,
BlockRFC1918 22 & " —F 23X v b # %L TIET T, & L7z
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