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# iptables -L -n
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

m NMAP[ 9950 000000000

# nmap Localhost —-p 995

Starting Nmap 4.11 ( http://www.insecure.org/nmap/ ) at 2007-08-19 11:14 JST
Interesting ports on test—gihyol.rsjp.net (127.0.0.1):

PORT STATE SERVICE

995/tcp open pop3s

Nmap finished: 1 IP address (1 host up) scanned in 0.016 seconds
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# iptables -t filter —A INPUT -p tcp ——dport 995 —-j DROP
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Lrootdtest—gihyol ~“J# iptables -L -n
Chain INPUT (policy ACCEPT)
prot opt source destination
tcp —— 0.0.0.0/0 0.0.0.0/0 tcp dpt:995

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

m NMAP [J 99501 0] 0 [J [0 [J 01 [J 0] [

# nmap localhost -p 995

Starting Nmap 4.11 ( http://www.insecure.org/nmap/ ) at 2007-08-19 11:14 JST
Interesting ports on test—gihyol.rsjp.net (127.0.0.1):
PORT STATE SERVICE

995/tcp filtered pop3s EeujuiugEyayuigelo:]NuRulyilici-yuyujujuyn]

Nmap finished: 1 IP address (1 host up) scanned in 2.024 seconds
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# /etc/rc.d/init.d/iptables save

Saving firewall rules to /etc/sysconfig/iptables:
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